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B 1. Introduction

1.1 Purposs of the document

Based on module AT command manual, this document will introduce AYLA application process.

Developers could understand and develop application quickly and efficiently based on this document.

1.2 Related documents

[1] SIM7600 Series_ AT Command Manual

1.3 Conventions and abbreviations

In this document, the GSM engines are referred to as following term:

ME (Mobile Equipment);

MS (Mobile Station);

TA (Terminal Adapter);

DCE (Data Communication Equipment) or facsimile DCE (FAX modem, FAX board);

In application, controlling device controls the GSM engine by sending AT Command via its serial interface.
The controlling device at the other end of the serial line is referred to as following term:

TE (Terminal Equipment);

DTE (Data Terminal Equipment) or plainly "the application" which is running on an embedded system;

www.simcom.com 6/41
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B 2. AYLA Introduction

AYLA is a cloud network service. It can provide a series of solutions about cloud module information

transmission and device management.

www.simcom.com 7141
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B 3. AT Commands for AYLA

Command Description

AT+ADA At command of ayla

3. 1 AT+ADA="start" / "stop" Start/ Stop the APCA service

AT+ADA="start" / "stop" Start/ Stop the APCA service

Start Command Response
AT+ADA="start" OK

+ADA: "start","done"
or

ERROR
Stop Command Response
AT+ADA="stop"

OK

or

ERROR

Parameter Saving Mode -
Maximum Response Time -
Reference

Example

at+ada="start"
OK

+ADA: "start","done"

at+ada="stop"
OK

NOTE

www.simcom.com 8/41
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3.2 AT+ADA="enable"/"disable” Enable/Disable the ADA connection

AT+ADA="enable"/"disable” Enable/Disable the ADA connection

Enable Command
AT+ADA="enable"

Disable Command
AT+ADA="disable"

Parameter Saving Mode
Maximum Response Time
Reference

Defined Values

< error code >

www.simcom.com

Response
OK

+ADA: "enable”,"RDY"
or
ADA: "enable","err",<error code>,"<error string>: <explanation>"

ERROR

Response
OK

+ADA: "disable"”,"ok"

or

ADA: "disable","err",<error code>,"<error string>:
<explanation>"

ERROR

NO_SAVE

: missing

: busy

: unknown

. usage
lenerr
:invalid

err

: not supported
:cmdid

© ® N U A WN
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< error string >

< explanation >

Example

AT+ADA="enable"
OK

+ADA: "enable","RDY"
AT+ADA="disable"
OK

+ADA: "disable","ok"

3.3 AT+ADA="status"

SIM7600%&%51_AYLA_RIFIi3EA_V2.00

string, such as string invalid corresponding to error code 6

string, explain which error occur

Get the ADA connection status

AT+ADA="status" Get the ADA connection status

Read Command
AT+ADA="status"

Parameter Saving Mode
Maximum Response Time
Reference

Defined Values

< status code >

<reason>

www.simcom.com

Response
OK

+ADA: ‘"status", <status code>

NO_SAVE

0: No error — connected

3: Non-specific error - the agent is not available for a non-specific
issue

8: Busy - still connected, but the agent is temporarily not available to
process more requests

15: Not connected — disabled

1:connected on line

0:no reason

1:conf error

2:time error (time is not synchronized)

10/4
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3:net error
Example
AT+ADA="status"
+ADA: "status”,0
ok
3.4 AT+ADA="I" Listen to the ADS

AT+ADA="I" Listen to the ADS

Response
OK

Write Command
AT+ADA="I"

Parameter Saving Mode
Maximum Response Time
Reference

Defined Values

< status >

Example

AT+ADA="I"
OK

+ADA: "|","up"

3.5 AT+ADA="g"/"s"

+ADA: "I" <status>
NO_SAVE

string, indicate the connection status to the ADS
"up": connect to the ADS;
"down": loss connection to the ADS

Get/Send a property

AT+ADA="g"/"s" Get/Send a property

www.simcom.com
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Read Command
AT+ADA="g","<name>"

Write Command
AT+ADA="s","<name>","<ty

pe>","<value>"

Parameter Saving Mode
Maximum Response Time

Reference

Defined Values

< hame >

< status >

< type >

< value >

< error code >

www.simcom.com
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Response
OK

+ADA:"g",<status>,"<name>","<type>","<value>"
or
+ADA: "g","err",<error code>,"<error string>: <explanation>"

ERROR

Response
OK

+ADA: "s", "<name>", "status", <status code>
or
ADA: "g","err",<error code>,"<error string>: <explanation>"

ERROR

NO_SAVE

string, property name
string, result status
"ok": success;

"err": fail;

b: Boolean;
i: Integer;

d: Decimal;
s: String;

m: meta data

depends on different property type, max len=1024
1: missing
2: busy

: unknown

: usage

:len err

:invalid

Jerr

: not supported

0 N O O bW
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< error string >
< explanation >

< type >

< status code >

Example

AT+ADA="g", "Blue_LED"

OK

SIM7600%&%51_AYLA_RIFIi3EA_V2.00

9: cmd id

string, such as string invalid corresponding to error code 6
string, explain which error occur

For AT+ADA="s" command

b: Boolean;

i: Integer;

d: Decimal;

s,st,ss,sn: String, s—used for short string, st—the first part of data,
ss—the following part of data, sn—the last part of data;

m: meta data

0: No error;

1: type is not found;

4: bad syntax;

5: property name is too long;
6: value is invalid;

7: failed to send metadata

+ADA: “g“,“Ok“,“BIue_LED“,“b“,1

AT+ADA=“S", "Blue_LED", llbll’ uou

OK

+ADA: "s","Blue_LED","status",0

Send a long string property

AT+ADA="s","cmd","st","abcdefg"

OK

AT+ADA="s","cmd","ss","hijkImn™

OK

AT+ADA="s","cmd","sn","1234567890"

OK

+ADA: "s","cmd","status",0

www.simcom.com
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3.6 AT+ADA="cg"/"cs" Get/Set local persist configration

AT+ADA="cg"/"cs" Get/Set local persist configration

Read Command Response
AT+ADA="cg","<name>" +ADA: "cg","<name>",<value>
OK
or

+ADA: "cg","<name>","no change"

OK
or
ADA: "cg","err",<error code>,"<error string>: <explanation>"

ERROR

Write Command Response

AT+ADA="cs","<name>",<v OK

alue>

Parameter Saving Mode NO_SAVE

Maximum Response Time -

Reference

Defined Values

< name > string, persist keyword
oem/id : OEM id

oem/model : OEM model
oem/keyid : OEM provision key id
oem/hwid : OEM hardware id
oem/secret : OEM secret id
oem/template_version : OEM template version
server/region : Server region such as "CN"/"US"
id/dev_id : Device dsn
id/key : Device public key
<value > depends on different persist type, max len=1024
< error code > 1: missing
2: busy
3: unknown
4: usage
5:len err

www.simcom.com 14 | 41
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6: invalid
7. err
8: not supported
9: cmd id
< error string > string, such as string invalid corresponding to error code 6
< explanation > string, explain which error occur
Example
AT+ADA="cs", "oem/template_version",
"1.0-pwb"
OK

AT+ADA="cg", "oem/template_version"
OK

AT+ADA="cg", "abc"
ADA: "cs","err",8,"not supported: config
name"”

ERROR

AT+ADA="cs","id/key","st","<first public key>"
OK

AT+ADA="cs","id/key","ss","<following public
key>"

OK

AT+ADA="cs","id/key","ss","<following public
key>"

OK

AT+ADA="cs","id/key","sn","<last public key>"
OK

NOTE

® Only work after starting the ADA;

www.simcom.com
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3.7 AT+ADA="sign" Calculating the signature

AT+ADA="sign" Calculating the signature

Write Command Response
AT+ADA="sign",["st"]/["ss"] OK
I["sn"],"<code>" or

+ADA: "sign","err",<error code>,"<error string>: <explanation>"

ERROR
Parameter Saving Mode NO_SAVE
Maximum Response Time -
Reference
Defined Values
<code> For AT+ADA="sign","st","<code>"
The first part of private key.
<code> For AT+ADA="sign","ss","<code>"
The following part of private key.
<code> For AT+ADA="sign","sn","<code>"
The last part of private key.
< error code > 1: missing
2: busy
3: unknown
4: usage
5: len err
6: invalid
7 err
8: not supported
9:cmd id
< error string > string, such as string invalid corresponding to error code 6
< explanation > string, explain which error occur

Example

AT+ADA="sign","st","MIIEpQIBAAKCAQEAmMukH7jHMh680OulRSnBij73vu7sQX31IVd6Ukx+Nnk6
MisAaB"

OK
AT+ADA="sign","ss","C1tOXNWOwIScGO0FuevhcFbvgBxeryQ9+wBXoCiDTVDI7IKXuQcaAZwq5U
325K5vU”

OK

www.simcom.com 16 / 41
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AT+ADA="sign","sn","pcov9Q9jyDQkKEd71upNtAEoyFm5aOKUUBY+0XeOOdjpWDBSjdOJn93c=

OK

3.8 AT+ADA="setup_mode" Enable/Disable the setup mode

AT+ADA="setup_mode" Enable/Disable the setup mode

Enable Command Response
AT+ADA="setup_mode","en OK
able","<pass phrase>" or
ADA: "setup_mode","err",<error code>,"<error string>:

<explanation>"

ERROR
Disable Command Response
AT+ADA="setup_mode","di OK
sable" or
ADA: "setup_mode","err",<error code>,"<error string>:

<explanation>"

ERROR
Show Command Response
AT+ADA="setup_mode","sh ADA: "setup_mode" <status>
Owll
OK
Parameter Saving Mode NO_SAVE
Maximum Response Time -
Reference
Defined Values
< pass phrase> > string, The password
< status > string, enable or disable.
< error code > 1: missing
2: busy
3: unknown
4: usage

www.simcom.com 17 1 41
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5:len err
6: invalid
7:err
8: not supported
9:cmd id
< error string > string, such as string invalid corresponding to error code 6
< explanation > string, explain which error occur
Example

AT+ADA="setup_mode","enable","secretkey"
OK

AT+ADA="setup_mode","disable"
OK

AT+ADA="setup_mode","show"
ADA: "setup_mode" enable

OK

3.9 AT+ADA="version" Show the version of the ADA

AT+ADA="version" Show the version of the ADA

Show Command Response

AT+ADA="version",["fota"] ADA: <fota version> <APCA version> <ADA version> <build
version>
OK

Parameter Saving Mode NO_SAVE

Maximum Response Time -
Reference

Defined Values

< fota > string, show the version of the module maker.

< fota version > string, the version of the module maker

www.simcom.com 18 /1 41
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< APCA version > string, the version of the APCA.

< ADA version > string, the version of the ADA

< build version > string, the version of the source code.

Example

AT+ADA="version"
ADA: APCA-1.0 ADA-2.4.1
BUILD-5ee6ca5+.0672191+

OK

AT+ADA="version","fota"

ADA: LE11B01SIM7600M11_NA_OTA 191012
B01V06 MDM9x07_AP_M_AT V1.05_180525
APCA-1.0 ADA-2.4.1 BUILD-5ee6ca5+.0672191+

OK

3.10 AT+ADA="reset" Restore factory configuration

AT+ADA="reset" Restore factory configuration
Show Command Response
AT+ADA="reset" OK

or

ADA: "reset","err",<error code>,"<error string>: <explanation>"

ERROR
Parameter Saving Mode NO_SAVE
Maximum Response Time -
Reference
Defined Values
< error code > 1: missing
2: busy
3: unknown
4: usage
5:len err

www.simcom.com 19/ 41
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6: invalid
7. err
8: not supported
9:cmd id
< error string > string, such as string invalid corresponding to error code 6
< explanation > string, explain which error occur
Example

AT+ADA="reset"

OK

3.11 ADA :"ota","notify” Asynchronous Notification of the OTA

ADA :"ota","notify" Asynchronous Notification of the OTA

Response
ADA: "ota","notify",<type>,<id>,[<size>,<ver>]

Parameter Saving Mode NO_SAVE
Maximum Response Time -
Reference

Defined Values

< type > This is "host" or "module”.
<id> Short string specifying the ID of the OTA command to tie together the
download and status commands.

< size > Length of the image in bytes for the host OTA only.
<ver > Version of the image from the cloud for the host OTA only
Example

Notification of the Host OTA

+ADA: "ota","notify"”,"host","idh1",150224,"ver
1.3"

www.simcom.com 20/ 41
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Notification of the Module OTA

+ADA: "ota","notify","module”,"idm1"

3.12 AT+ADA="ota","dl" Downloading the Host Image

AT+ADA="ota","dl" Downloading the Host Image

OTA Command Response

AT+ADA="ota","dI",<type>, OK

<id>[,<size>] Async Response
+ADA: "ota","part",<id>,<data-base-64>
or

ADA: "ota","err",<error code>,"<error string>: <explanation>"

ERROR
Parameter Saving Mode NO_SAVE
Maximum Response Time -
Reference
Defined Values
< type > This is "host" or "module”.
<id> Short string specifying the ID of the OTA command to tie together the
download and status commands.
< size > Length of the image in bytes for the host OTA only
< data-base-64> Data in format base64.
< error code > 1: missing
2: busy
3: unknown
4: usage
5:len err
6: invalid
7. err
8: not supported
9:cmd id
< error string > string, such as string invalid corresponding to error code 6
< explanation > string, explain which error occur

www.simcom.com 21 /41
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Example

Downloading the Host OTA image of specified len
AT+ADA="ota","dI","host","idh1",128

OK

+ADA:
"ota","part","idh1","qHMvOsI52J80ad6w3LI1J
tdcrk6jC+ij5iXVyW"

+ADA:
"ota","part","idh1","sh7w/JOpnFWT5fKFA6Ga
TW2g3rmCIYuMKUZKTDU"

+ADA:

"ota","part","idh1","OKd58QL0o6mhOuYDtQPc
dNiQb+Kj7Tt4n9MOz7Gg"

+ADA:
"ota","part","idh1","aUBykink4qZtOa+viplYck
nvC8oxmFtmgj8cqRu"

+ADA:

"ota","ok","idh1","JdqD2RqArBzr4gs="

AT+ADA="ota","dI","host","idh1",60
OK

+ADA:
"ota","part","idh1","eADOs|52J80ad6w3LI2YIt
yKBjC+ij5IXVYyW"

+ADA:

"ota","ok","idh1","HyuO2RqgArBzr4gs="

SIM7600%&%51_AYLA_RIFIi3EA_V2.00

When all host image is download finish, the following async message is sent to host MCU

+ADA:"ota","dI","host","idh1","finish"

Downloading while Host OTA image in one download

AT+ADA="ota","dl","host","idh1"

OK

+ADA:
"ota","part","idh1","qHMvOsI|52J80ad6w3LI1J
tdcrk6jC+ij5iXVyW"

+ADA:

"ota","part","idh1","sh7w/JOpnFwT5fKFA6Ga
TW2g3rmCIlYuMKUZkKTDU"

www.simcom.com
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+ADA:
"ota","part","idh1","OKd58QL0o6mhOuYDtQPc
dNiQb+Kj7Tt4n9MOz7Gg"

+ADA:
"ota","part","idh1","aUBykink4qZtOa+viplYck
nvC8oxmFtmgj8cqRu"

+ADA:
"ota","part","idh1","HIFUILo6mhOuYDtQPcdN:i
Qb+Kj7Tt4n9MOz7Gg"

+ADA:

"ota","ok","idh1","JdqD2RqArBzr4gs="

Downloading of the module OTA image
AT+ADA="ota","dI","module","idm1"
OK

NOTE

® Notice that the 128 bytes in example below of the image is downloaded first to, for example, check
the header or in order to allow other commands to run during the download. Random data, which
was 128 bytes before base-64 encoding, is shown

3.13 AT+ADA="ota","apply” Finishing the Module OTA Download

AT+ADA="ota","apply” Finishing the Module OTA Download

Control Command Response
AT+ADA="ota","apply" ,<ty OK
pe>,<id>

Parameter Saving Mode NO_SAVE

Maximum Response Time -
Reference

Defined Values

www.simcom.com 23 /41
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< type > Only support "module”.

<id> Short string specifying the ID of the OTA command to tie together the
download and status commands.

< explanation > string, explain which error occur

Example

Start a module OTA download:
AT+ADA="ota","dI","module","idm1"

OK

Send a notification when a module OTA download is complete:

+ADA: “ota","notify","module","idml","ready"

Have the MCU indicate that the module may apply the OTA and reboot:

AT+ADA="ota","apply","module”,"idm1"

OK

NOTE

® This command indicates that the module has completed the OTA download and is ready to apply
the image.

3.14 AT+ADA="ota","mcu_mode" Set the mcu mode of Module OTA

AT+ADA="ota","mcu_mode" Setthe mcu mode of Module OTA

Control Command Response
AT+ADA="ota","mcu_mode OK

3

"module",<id>,[<mode_valu

e>)\

Parameter Saving Mode NO_SAVE
Maximum Response Time -

Reference

www.simcom.com 24 /41
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Defined Values

<id> Short string specifying the ID of the OTA command to tie together the
download and status commands.
< mode_value > 1 or 0. If mcu mode is set to 1, module will notify mcu when module

OTA receive module OTA notify, then module wait host mcu's AT cmd
to start module OTA download. If mcu mode is set to 0,module will
download without notification .Default mcu mode value is 1.

Example

Set the mcu mode of module OTA download to O:
AT+ADA="ota","mcu_mode","module”,"idm1",0

OK

Show current mcu mode of module OTA download:

AT+ADA="ota","mcu_mode","module”,"idm1"

OK
ADA: "ota","mcu_mode","module”,"idm1",0

® This command indicates that the module has completed the OTA download and is ready to apply
the image.
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Bl 4. Samples

4.1 Generate config by AT command and run ayla device agent

IIExample of Send/Get property

AT+CGDCONT=6, "IP","3gnet" //Set apn for channel 6.(value depends on
OK different sim card)
AT+CAPNET=6,1 /[ dial-up Internet
OK

+CAPNET: 6,1

AT+CHTPSERV="ADD","www.baidu.com",80,1 // Make time synchronized
OK

AT+CHTPUPDATE

OK

+CHTPUPDATE: 0

AT+ADA= "start " Start ada service
OK

AT+ADA="cs","id/dev_id","<DSN>" Set dsn

OK

AT+ADA="cs","id/key","st","<first public

key>"

OK

AT+ADA="cs","id/key","ss","<following public

key>"

OK

AT+ADA="cs","id/key","ss","<following public

key>"

OK

AT+ADA="cs","id/key","sn","<last public

key>"

OK

AT+ADA="cs","oem/id","<OEM id>" Set oem

OK

AT+ADA="cs","oem/model”,"<model>" Set model

OK

AT+ADA="cs","server/region”,"CN" Set region("CN"/"US")
OK

AT+ADA="cs","oem/secret","<oem secret>" Set oem secret
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OK
AT+ADA="setup_mode","disable"
OK

AT+ADA= "enable"
OK

+ADA: "enable","RDY"
AT+ADA="|"
OK

+ADA: "I","up"
AT+ADA="cs",
"1.0-pwb"

OK
AT+ADA="s", "Blue_LED", "b", "1"
OK

+ADA: "s", "Blue_LED", "status", 0
AT+ADA="g", "Blue_LED"

OK

+ADA: "g", 0, "Blue_LED", "b", "1"

"oem/template_version",

SIM7600%&%51_AYLA_RIFIi3EA_V2.00

Disable setup mode

Enable the ADA connections

Listen to the ADS

Set template version (shuold be same as template

version on Ayla dashboard)

Send a property

Get a property value

4.2 Generate config by In Field Provison and run ayla device agent

IIExample of Send/Get property

AT+CGDCONT=6, "IP","3gnet"

OK

AT+CAPNET=6,1

OK

+CAPNET: 6,1
AT+CHTPSERV="ADD","www.baidu.com",80,1
OK

AT+CHTPUPDATE

OK

+CHTPUPDATE: 0

AT+ADA= "start"

OK

AT+ADA="cs","oem/id","ffa10123"

OK

AT+ADA="cs","oem/model”,"ledevb"”

OK
AT+ADA="cs","oem/keyid","OAGHAWpPITXUB

www.simcom.com

//Set apn for channel
different sim card)
/I dial-up Internet

6.(value depends on

/I Make time synchronized

Start ada service

Set oem id

Set model

Set provision key id
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OK

AT+ADA="cs","oem/region","CN" Set region("CN"/"US")

OK

AT+ADA="cs","oem/hwid","myhwid1" Set hardware id

OK

AT+ADA="sign", "st", "<The first part of Set privatekey

provision private key>" (max length is 2048bytes)
OK

AT+ADA="sign","ss","<The following part of

provision private key>"

OK

AT+ADA="sign","sn","<The last part of private

key>"

OK

AT+ADA= "enable" Enable the ADA connections
OK

+ADA: "enable","RDY"

AT+ADA="I" Listen to the ADS

OK

+ADA: "I","up"

4.3 The Module OTA

IIExample of Send/Get property

AT+CGDCONT=6, "IP","3gnet" //Set apn for channel 6.(value depends on
OK different sim card)
AT+CAPNET=6,1 /[ dial-up Internet

OK

+CAPNET: 6,1

AT+CHTPSERV="ADD","www.baidu.com",80,1 // Make time synchronized
OK

AT+CHTPUPDATE

OK

+CHTPUPDATE: 0

AT+ADA= "start" Start the ADA service

OK

AT+ADA= "enable" Enable the ADA connections
OK
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+ADA: "enable","RDY"

AT+ADA="I"

OK

+ADA: "I","up"

+ADA: "ota","notify","module”,"idm1"
AT+ADA="ota","dI","module","idm1",12800
OK

+ADA: “ota","notify","module","idml","ready"
AT+ADA="ota","apply","module","idm1"

OK

AT+CGDCONT=6, "IP","3gnet"

OK

AT+CAPNET=6,1

OK

+CAPNET: 6,1

AT+ADA="start"
AT+ADA="I"
AT+ADA="enable"

+ADA: “ota","notify","module","idml","done"

AT+ADA="version","fota"

+ADA: LE11B01SIM7600M11_NA_OTA_191012
B01V06 MDM9x07_AP_M_AT _V1.05_180525
APCA-1.0 ADA-2.4.1 BUILD-a88da1c.132a03a
OK

www.simcom.com
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Listen to the ADS
Recieve the host OTA notification

Download the host OTA image

Module OTA download is complete

Indicate that the host may apply the OTA and
reboot

Host MCU need to dial up internet and start then
enable the ADA service after Module reboot

Module OTA done

Verify the module version after reboot
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B 5. ADA User Guide

5.1 Fota B E M bR (E

5.1.1 %% Module maker &K=

W Tk :  https://fotaweb-dev.ayla.com.cn/login, f#H Simcom [ module maker & #K 5 &k, w1~ K-

W
Ayla FOTA

Email Address *

simcomadmin@simcom.com

Password *

ccccccccccc

(OPTIONAL) OEM ID

5.1.2 4 OEM K7
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{8 F simcom ] module maker K 5 & ity 5, wLAE OEM #2470 F, iy OEM GIEEIK . Hi A OEM /-
") email (W1 oemusertest@aylaasia.com), OEM H /' #FR%A5 B 5 i submit, W~ .

com.cn/aylafoen " oHO@® Qe

@ AYLAFOTA OEM O -

25 omm

BT ) OEM H = i R

) AYLAFOTA

5 oM

Hrr OEM ID #4472 7186633 +&i% OEM FI /" HIFRiH, THECFE FRIRMEL OEM HI

5.1.3 _4& module image

f#i ] simcom ] module maker K5, ®LL{E MODULE IMAGE #:47 F, 4% module image. #ii A7l
LI
1)  Module Image Model 4

i N“SIMCOM_SIM7600E-L1C”

Yil: Bt R Module Maker & # 713 %] Module Model {5 2.

2) Version 2fi

w0 N H # version B & K ¢ LE11B01SIM7600M11_NA OTA 191012 BO01V06
MDM9x07_AP_M_AT V1.05 180525 APCA-1.0 ADA-2.4.1 BUILD-183c9ba.132a03a”.

P . 1% Version 41 5 H b5 Firmware [ Version —%{, A 7f Firmware I if il AT+ADA="start",
AT+ADA="version","fota", AT+ADA="stop" %5y & A 15 |, & B R Module Maker % # i1 13 2| version 15
3) Description #1i

fi N\ module image 7, #1“sim7600e_1_0_small_pakage”.

4) Image File
¥t module image A%, li“update_ota_sim_1_0_small.zip”, 1 F&:
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& c & fotaweb-dev.ayla.com.cn/aylaj/image

AYLA FOTA MODULE IMAGE 0

MODULE IMAGE

l
1.0 ADA-2.4.1 BUILD-

ERXH RIET

4% J5 ) module image &7~ 7E module list -

) AYLAFOTA

aQ =
LETIBOTSIM7600M11_NA_OTA_191012
BO1V06

SIMCOM_SIM7600E 2020
MOMOXO7 AP M AT V105 180825 sm 1.0 big_img re3 ®

vie 054
APCA? 0 ADAZ 4.1 BUILD
aBBdalc 132a030
LET1B01SIM7600M11_NA_OTA_191012

SIMCOM_SIM7600E potvoe @ 021

IMCOM_SIM7600 big package for 2020
MDMSx07_AP__AT_V1.05.180525 e [}

e $IM7600.11 040
APCA1.0 ADAZ 4.1 BUILD

183c9ba 1323033

51.4 OEM H P &Mk S

W T M hE . https:/fotaweb-dev.ayla.com.cn/login , ff H OEM H F' ik 5 ( £ 422 6] & 1
oemusertest@aylaasia.com) %4 &k:, WK
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w
Ayla FOTA

Email Address *

oemusertest@aylaasia.com|

Password *

IR R RN N NY )

(OPTIONAL) OEM ID

& C @ fotaweb-dev.ayla.com.cn/ayla/key % oHO@® Qo

PROVISION KEY 0 OEM 71866133 2

UPLOAD PUBLIC KEY

ublic Key

SORRY, NO MATCHING RECORDS FOUND

51.5 OEM HF#&AHAH

OEM I " e & ARSI XS, A% T4 OEM fota W fi4E % provision key, FAEIH T &m%&4 . 4
A~ provision key N &1 —41 DSN, HT/rfi4 OEM device.

A TR R fir 2 HE % A PRI

openssl genrsa -out rsa_private_key 2048.pem 2048

openssl pkes8 -in rsa_private_key _2048.pem -out rsa_private_key 2048 pkcs8.pem -nocrypt -topk8
openssl rsa -in rsa_private_key_2048.pem -out rsa_public_key_2048.pem -pubout

www.simcom.com 33/41



& SUNSEA AT Sormpany S I M 7600 %ﬁIJ_AY LA_,L‘-.Z Fﬁ ﬁ?, HH_VZ . 00

NERTESCHFrsa_public_key 2048.pem™, FASHTE A rsa_private_key_2048_pkcs8.pemHt. AFHRBIUIT
----- BEGIN PUBLIC KEY----- MIIBIjJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAMuUkH7jHMh680ulRSNBij
73vu7sQX311Vd6Ukx+Nnk6MisAaBC1tOXNWOwIScGOFuevhcFbvgBxeryQ9+wBXo
CiDTVDI7IKXuQcaAZwq5U325K5VUFV5Pu6hFVHap0B2DBeAJES8RBJQ7XmIBOmMk20
xu/oyXA8CPCbXebFM89kZXqTI6WGFfmF0j4gL1eECOUGRbG4orUoglwcbLfkdHRt9
mhxaHvVRWRhvcAcFuj/YNGgn4KenflYIOhoXVgL65hLO1R58RENFNGtMBjPwIPgVH
sQ+YFxjjyhaERERnbr2ZiyT2zw/LjJazt35112)EwTzkfQshD5/S4BXaDc5vreze kQIDAQAB ----- END PUBLIC KEY-----

AR EIT -

----- BEGIN RSA PRIVATE KEY-----
MIIEpQIBAAKCAQEAMuUkH7jHMh680uIRSNBIj73vu7sQX311Vd6Ukx+Nnk6MisAaB
C1tOXNWOwWIScGOFuevhcFbvgBxeryQ9+wBXoCiDTVDI7IKXuQcaAZwq5U325K5VU
FV5Pu6hFVHap0OB2DBeAjESRBJQ7XmIBOmMk20xu/oyXA8CPChXebFM89kZXqTIEWG
fmFO0j4gL1eECOuGRbG4orUoglwcbLfkdHRt9mhxaHVRWRhvcAcFuj/YNGgn4Kenf
[YIOhoXVgL65hLO1R58RENFNGtMBjPwWJPgVHsQ+YFxjjyhaERERnbr2ZiyT2zw/L]ECfZfwkQGEKRqtMagq833XymcLTrEHaijZ0g1rOFHNE+TSybx7
JR5pP/WyGFwIIQV9w+yCtXPPI4Yi8dizpEYQencCgYEAqW2geXvOmWkhf8hMidv/
rVZGJmb3h6ey7JhgloNeNRpZBW9ot8qyEwrel14/+1zS5fk7txuHEDafYvVjVOhYT
xvvUBZZ7UiJs5hLIAyPr9ZP2UYVXwadAAY8VThxYdxGbacjxgg8wUbTjvnROZaQC
H384XUPY+0mijfzk50azZlecCgYEAk+k1BCnHkZNxvd8bbTmAVIZYhKLFKZQqYI2p
[t8OcRK5Jfd7hXgImceleV4tOruvAeRIAZXd1qEYciswl27Pci/rNflmZzZzfzZHQ
1SKoFYZtGenwE+Bd7RDb+EBtKuX4cSzbGyZb3InFmQIP+W40N806A7AqKR7W50/
Q8bWaJOCgYEA4kpK/LIXMUihF514EjbcFAL3vsYfcYkOPK558cki/kriwWeFbAjSN
ZWYRMI89690ppKbzrXY8XFTEqueXDT/Rr1VOVhWradbzwLPk57)GuQfc2WiM4SmH
pcov9Q9jyDQKEd71upNtAEoyFM5a0OKUUBY+0XeOOdjpWDBSjdOJn9wf= ----- END RSA PRIVATE KEY-----

5.1.6 OEM H ' _bt&A%H4E L provision key

S rsa_public_key_2048.pem H [ /AEH#E UL, HR5 2] UPLOAD PUBLIC KEY HEHT, s5H: submit, A2f%
provision key.
NHANBFEFAE “---BEGIN PUBLIC KEY-----"#1 “-----END PUBLIC KEY-----",
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<« c & fotaweb-dev.ayla.com.cn/ayla/key
@b AYLAFOTA KEY O 0EM7
83 PROVISION KEY
PUBLIC KEY

LIC KEY
kiGIWOBAQEFAAOCAQBAMIIBCC

311Vd6Ukx+Nnk6MisAaBCTIOXNWIC
KXuQcaAZwqSU325KSVUFVSPuU
X ebFMB9kZXqTJEWGfmFOj4gl

hLO1RS8RENI

VRhveAcFuj/YNGgndKenflYIOhoXVgL65

sQ+YFxjjyhaERERnbr2ZiyT2zw/LjJazt35I12JEwTzkfQshD5/S4t

KQIDAQAB e

END PUBLIC KEY-

sSuBMIT RESET

5.1.7 &% OEM H 4 i) provision key

7£ OEM H /" PROVISION KEY 4tiiil, &F KEY LIST, #4324 1 Provision Key: cjXTA9ageJXueLEd, oem

id :

@) AYLAFOTA

5.1.8 OEM A 2 iZ#ti% %K model (oem model)
OEM H 7 i & izt % % 1) model, Bl —/NF478, AT 3#Rx OEM [ —#t# %5 . 4 OEM model % &~

myoemmodel.

5.1.9 OEM F ' #k# OEM model /] Ayla =i & 2 H1i% DSN cname f&#7

OEM H " & E 7] Ayla =i #E H1iE DSN cname, HULf#EST Ayla =iy Ayla Device Service 1] IP il
i% DSN cname 1 # X A “<oem_model>-<oem_id>-device.ayla.com.cn” , i 1
35/41
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“myoemmodel-71866f33-device.ayla.com.cn”.

SIM7600%&%51_AYLA_RIFIi3EA_V2.00

H. oem_model A%\ 5E i oem model: myoemmodel, oem_id & — 561 OEM H /' 15 31

71866f33

5.1.10 i£ & OEM A /&%

a7 ayla &5 QHE
at+ada="start"
OK

+ADA: "start","done"

fic & OEM A1 ID
AT+ADA="cs","oem/id","71866f33"
OK

fic & OEM H /' model
AT+ADA="cs","oem/model","myoemmodel"
OK

fic & FH ;' provision key
AT+ADA="cs","oem/keyid","cjXTA9ageJXue
LEd"

OK

BC 5 7 154 A B A 1D

AT+ADA="cs","oem/hwid","myhwid1"
OK

A% 4 OEM B

15 FI SC 4% rsa_private_key 2048 pkcs8.pem AL AR R & #EAT A4 an il in

AT+ADA="sign","st","MIIEpQIBAAKCAQEA
mukH7jHMh680ulRSnBij73vu7sQX311Vd6Uk
x+Nnk6MisAaB"
AT+ADA="sign","ss","C1t0OXNWOwIScGOFue
vhcFbvgBxeryQ9+wBXoCiDTVDI7IKXuQcaA
Zwq5U325K5VU"
AT+ADA="sign","ss","FV5Pu6hFVHap0B2DB
eAjESBRBJQ7XmJBOmMk20xu/oyXA8CPCbXeb
FM89kZXqTJ6WG"
AT+ADA="sign","ss","fmF0j4gL1eECOuGRb
G4orUogJwcbLfkdHRt9mhxaHvRWRhvcAcF
uj/'YNGgn4Kenf"
AT+ADA="sign","ss","lYI0hoXVgL65hLO1R5

www.simcom.com
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S8REnFnGtMBjPwJPgVHsQ+YFxjjyhaERERnb
r2ZiyT2zw/L"
AT+ADA="sign","ss","jJazt35l12JEwTzkfQsh
D5/S4BXaDc5vrezekQIDAQABAOIBAEZzRIOI
ntjyPOKh"
AT+ADA="sign","ss","QySkfCHU/jPUUGEKS5
qJ0l4cYn6lgHs1pF9T/casqoHJjnM80cbdRL.if
gOqFfHYwi"
AT+ADA="sign","ss","FOXs0luSpCmAvsN5
UyLsOMaL9P7lhacRkZzqOF7Cx00DbnUshsL
sTWeW8H2XA2vp"
AT+ADA="sign","ss","7SV1w4pZ30eFWHhE
XJRW+EZ4wIL3stQttqgsE1FYm9eWrKtz3niAE
zZ12TIYcNBNF"
AT+ADA="sign","ss","I7PIf+X0AZv8EOU4tSp
qwF76X08t0YDt+Vq53gbXUng+NG9+MB805
eF+dR4/T7UE"
AT+ADA="sign","ss","tkTHTHUYRbuj7+tqsV
FajAXvi5hFO1a4NFn/Pj4eS+HFxyvnovwLNa
ZOI7rnOHvv"
AT+ADA="sign","ss","M59a4xUCgYEA+2Tmj
ojyTLyF+91U2+Z70ffw0ZBS5ZhZX/KI28Fco5B
n9FFjH3xf"
AT+ADA="sign","ss","tInWCkCEuNBPNolIX
GhSBUAIiV40DpSqjyYoMGTcVejgLdt4JUe5F
VujMX2wMIURH"
AT+ADA="sign","ss","qH/f5cQBBEXQjUEi4i
wixXrUagscsf68MM83BgL4DHzsojalfZVGqTc
CgYEAnb+Z"
AT+ADA="sign","ss","AXyFMTrDOUTrUCYv
AiLF3s1uSrXFL9FB5Itbde1IRy7GCdRy9JxZw
XzmGYQtanRo"
AT+ADA="sign","ss","6Epzv/j/Ti1rt+jECfZfwk
QGEkRqtMaq833XymcLTrEHaijZ0g1rOFHnE
+TSybx7"
AT+ADA="sign","ss","jR5pP/WyGFwlIQV9w+
yCtXPPI4Yi8dizpEYQencCgYEAqW2geXvQm
Wkhf8hMidv/"
AT+ADA="sign","ss","rVZGJmb3h6ey7JhgJ
oNeNRpZBW9ot8qyEwre14/+1zS5fk7txuHEDa
fYvVjvVohYT"
AT+ADA="sign","ss","xvvUBZZ7UiJs5hLIAy
Pr9ZzP2UYVXwa4AAY8VThxYdxG6acjxgq8w
UbTjvnROZaQC"
AT+ADA="sign","ss","H384XUPY+0mijfzk50
aZ1ecCgYEAk+k1BCnHkZNxvd8bbTmAVIZY

www.simcom.com
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hkLFKZQqYI2p"

AT+ADA="sign","ss","It8 OcRK5Jfd7hXglmce
leV4tOruvAeRJAZXd1qEYciswl27Pci/rNflmZ
zZzfzHQ"
AT+ADA="sign","ss","1SKoFYZtGcnwE+Bd7
RDb+iEBtKuX4cSzbGyZb3InFmQIP+W4ON8
06A7AqKR7W50/"
AT+ADA="sign","ss","Q8bWaJO0CgYEA4kpK/
LIXMUihF5I4EjbcFAL3vsYfcYkOPK558cki/kri
WeFbAjSN"
AT+ADA="sign","ss","ZwYRMI89690ppKbzr
XY8XFTEqueXDT/Rr1VOVhWra4bzwLPk57JG
uQfc2WiM4SmH"
AT+ADA="sign","sn","pcov9Q9jyDQKEd71u
pPNtAEoyFm5aOKUUBY+0XeOOdjpWDBSjd
OJn9wf="

OK

W MRS Ak
AT+ADA="cs","server/region”,"CN"
OK

K B AR
AT+ADA="setup_mode","disable"
OK

5B
AT+CAPNET=1,1
OK

+CAPNET: 1,1

A& T 25 i
AT+ADA="enable"

OK

+ADA: "enable","RDY"
+ADA: "status",0

BE# TR I W 25 i JE AT
AT+ADA="|"

OK

+ADA: "I","up"

www.simcom.com
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5.1.11 OEM F F Il OTA {£%

OEM H )" %3 fota web TiTH https://fotaweb-dev.ayla.com.cn/ayla/ota, # A OTA #247, iz OTA £5%.
1 2J5i% % Module Maker _EA4% (] module image, B 75 B4 354 T+ 21 1) H ARAUA o
SR JE 1E Filter OEM Model #1741 A\ OEM model, % myoemmodel, rfiidi CREATE OTA JOB:

« C @ fotaweb-dev.ayla.com.cniaylajota - % 0 1HO@®

@} AYLAFOTA OTA JOB O OEM 71866133

PREVIEW CREATE OTA JOB RESET

“« c @& fotaweb-dev.ayla.com.cn/aylajota

AYLA FOTA

PREVIEW CREATE OTA JOB

@) AYLAFOTA T 8 o 34 718661 =

PREVIEW CREATE OTA JOB

SIMCOM_SIM7600E
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5.1.12 OEM H " 55 OTA 1£%%

i Action H 11 start #2401 5 2 OTA 4£5%

Module Mode Module Version

LE11B01SIM7600M11_NA_OTA_191012

BOW0S
SIMCOM_SIM7600E-
0 O 729 NONE myoemmaodel MDMx07_AP_M_AT_V1.05_180525
Lic
APCA'1.0 ADA-24.1 BULD-

183c9ba,132a03a

£ OTAjob H1#&H OTA 5 HHDIRA, #ET OTA k& a4, HATHIEcRE, Mo HES%E:

PREVIEW CREATE OTA JOB RESET

5.1.13 OEM # & IGEC & OTA £ 3E4T

fiE OEM 5028 Ui 24 BT AN FN B FRhUCAA —8 (CinR—3, =% OTA RS A2 i)
AT+ADA="version","fota"

ADA: LE11B01SIM7600M11_NA_OTA_ 191012

B01V06 MDM9x07_AP_M_AT_V1.05_180525

APCA-1.0 ADA-2.4.1 BUILD-a88da1c.132a03a

OK

OEM # & umiie 2 OTA i@ %N, 417 Host MCU Ai% AT OTA R bl v
+ADA: "ota","notify","module”,"idm1"

Host MCU 75 % & i% AT OTA F#im 4

AT+ADA="ota", "dI", "module”, "idm1"

OK
OEM # % T #k module image 5¢H/5, [ Host MCU %1% AT OTA S D5l %n R 4 5¢ ik
+ADA:
"ota","notify","module","idm1","ready"
Host MCU 7 % [n] Module %1% Apply AT OTA 74
AT+ADA="ota", "apply"”, "module", "idm1"

OK
Apply 5, AT TFZE firmware FFE 5. A E TG, Host Mcu 75 B 45 5 B 3 5 3 Ayla B4R R :
AT+ADA="start
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AT+ADA="enable"

AT+ADA="I"

BHAMIOERG, 5amilHRA S, AT D), Host Mcu A% AT bl k1 OTA 5E K
+ADA:

"ota","notify","module","idm1","done"

[FJ Iy AT LA AT i@ 25 7128 5 RS 5, 5 T+ H ARhicA — 3

AT+ADA="version","fota"

ADA: LE11B01SIM7600M11_NA_OTA_ 191012

B01V06 MDM9x07_AP_M_AT_V1.05_180525

APCA-1.0 ADA-2.4.1 BUILD-183c9ba.132a03a

OK

5.1.14 OEM OTA ‘FHE W H#HiA OTA £5 58/

Q=

OEM
Action [[*] Status Module Model Module Version
Model
LEH BOTSIM7E00M 1_NA_OT/
BO1VOS
= SIMCOM_SIM7600E-
o 0 [x] 723 COMPLETED ledevb MOMI07_AP_MAT.V1.05.1€
Lic

APCAL0 ADAZ4.1 BUILD-

183c9ba 132003

5.2 iR imIE(E

IREBIHER AT 895 Ayla ZIHIRSHTRE.,

BIRERLESE S =E L HENETAR.
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