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B 1 Introduction

1.1 Purpose of the document

Based on module AT command manual, this document will introduce SSL application process for SIM7022
series of module.Developers could understand and develop application quickly and efficiently based on this
document.

1.2 SSL versions and cipher suits

The following are SSL versions supported by SIM7022 modules.

Table 1:SSL Versions
SSL Version

SSL3.0
TLS1.1

TLS1.2

The following table shows SSL cipher suites supported by SIM7022 modules.

Table 2:Cipher Suits

Abbreviation Description

0XC02C TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384
0XC030 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
0X009F TLS_DHE_RSA WITH_AES 256 _GCM_SHA384
0XCOAD TLS_ECDHE_ECDSA WITH_AES 256 _CCM

www.simcom.com 4/20
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0XCO9F TLS_DHE_RSA_WITH_AES_256_CCM

0XC024 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
0XC028 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
0X006B TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
0XCO0A TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
0XC014 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
0X0039 TLS_DHE_RSA_WITH_AES 256 _CBC_SHA

0XCOAF TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8
0XCOA3 TLS_DHE_RSA_WITH_AES 256 _CCM_8

0XC02B TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
0XCO2F TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
0X009E TLS_DHE_RSA WITH_AES_128_GCM_SHA256
0XCOAC TLS_ECDHE_ECDSA_WITH_AES_128 CCM

0XCO9E TLS_DHE_RSA_WITH_AES 128 _CCM

0XC023 TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
0XC027 TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
0X0067 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
0XC009 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
0XC013 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
0X0033 TLS_DHE_RSA_WITH_AES_128_CBC_SHA

0XCOAE TLS_ECDHE_ECDSA_WITH_AES_128 _CCM_8
0XCOA2 TLS_DHE_RSA_WITH_AES_128_CCM_8

www.simcom.com 5/20
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0X009D TLS_RSA_WITH_AES_256_GCM_SHA384
0XC09D TLS_RSA_WITH_AES_256_CCM

0X003D TLS_RSA_WITH_AES_256_CBC_SHA256
0X0035 TLS_RSA_WITH_AES_256_CBC_SHA

0XC032 TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384
0XCO02A TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384
0XCOOF TLS_ECDH_RSA_WITH_AES_256_CBC_SHA
0XCOA1 TLS_RSA WITH_AES 256 _CCM 8

0X009C TLS_RSA_WITH_AES_128_GCM_SHA256
0XC09C TLS_RSA_WITH_AES 128 _CCM

0X003C TLS_RSA_WITH_AES_128_CBC_SHA256
0X002F TLS_RSA WITH_AES_128_CBC_SHA

0XC031 TLS_ECDH_RSA_WITH_AES_128 GCM_SHA256
0XC029 TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256
0XCOOE TLS_ECDH_RSA_WITH_AES_128 CBC_SHA
0XCOAO TLS_RSA WITH_AES 128 _CCM 8

0XC008 TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
0XC012 TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
0X0016 TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
0X000A TLS_RSA_WITH_3DES_EDE_CBC_SHA

0XCO00D TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA

www.simcom.com 6/20
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1.3 The Process of using SSL function

Step 1: Download certificate or private key by AT command AT+CCERTDOWN.
Step 2: Config SSL version,authmode,certficate path and so on by AT command AT+CSSLCFG.

Step 3: Using MQTTS, HTTPS or other prtocols calls the corresponding SSL configuration to connect to the
remote server.

www.simcom.com 7120
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B 2 Description of SSL AT Commands

1.4 Detailed Description

1.4.1 AT+CSSLCFG Configure the SSL Context

AT+CSSLCFG Configure the SSL Context

Test Command
AT+CSSLCFG=?

Read Command
AT+CSSLCFG?

Write Command

[*Configure the version of the
specified SSL context*/
AT+CSSLCFG="sslversion",<
ssl_ctx_index>,<sslversion>
Write Command

/*Configure the authentication
mode of the specified SSL
context*/
AT+CSSLCFG="authmode",<
ssl_ctx_index>,<authmode>

www.simcom.com

Response

+CSSLCFG: "sslversion",(0-1),(0-4)
+CSSLCFG: "authmode",(0-1),(0-3)
+CSSLCFG: "ignorelocaltime",(0-1),(0,1)
+CSSLCFG: "negotiatetime",(0-1),(10-300)
+CSSLCFG: "cacert",(0-1),(1-53)
+CSSLCFG: "clientcert",(0-1),(1-53)
+CSSLCFG: "clientkey",(0-1),(1-53)
+CSSLCFG: "enableSNI",(0-1),(0,1)

OK

Response

+CSSLCFG:
0,<sslversion><authmode>,<ignoreltime>,<negotiatetime>,<ca
_file>,<clientcert_file>,<clientkey_file>,<enableSNI>
+CSSLCFG:
1,<sslversion>,<authmode>,<ignoreltime>,<negotiatetime>,<ca
_file>,<clientcert_file>,<clientkey_file>,<enableSNI>

OK

Response

1)If successfully:
OK

2)If failed:
ERROR
Response

1)If successfully:
OK

2)If failed:
ERROR

8/20



& SUNSEA AT Sormpany

Write Command

/*Configure the ignore local time
flag of the specified SSL
context®/
AT+CSSLCFG="ignorelocalti
me",<ssl_ctx_index>,<ignorel
time>

Write Command

/*Configure the negotiate
timeout value of the specified
SSL context*/
AT+CSSLCFG="negotiatetime
" <ssl_ctx_index>,<negotiatet
ime>

Write Command

/*Configure the server root CA of
the specified SSL context*/
AT+CSSLCFG="cacert",<ssl_
ctx_index>,<ca_file>

Write Command

[*Configure the client certificate
of the specified SSL context*/
AT+CSSLCFG="clientcert",<s
sl_ctx_index>,<clientcert_file
>

Write Command

/*Configure the client key of the
specified SSL context*/
AT+CSSLCFG="clientkey",<s
sl_ctx_index>,<clientkey_file>
Write Command

/*Configure the enableSNI flag
of the specified SSL context */
AT+CSSLCFG="enableSNI",<
ssl_ctx_index>,<enableSNI_fl
ag>

Parameter Saving Mode

Max Response Time

Reference

Defined Values

<ssl_ctx_index>

<sslversion>

www.simcom.com

Response

1)If successfully:

OK
2)If failed:
ERROR

Response

1)If successfully:

OK
2)If failed:
ERROR

Response

1)If successfully:

OK

2)If failed:
ERROR
Response

1)If successfully:

OK
2)If failed:
ERROR

Response

1)If successfully:

OK

2)If failed:
ERROR
Response

1)If successfully:

OK
2)If failed:
ERROR

12000ms

SIM7022 Series_SSL_Application Note_V1.00

The SSL context ID. The range is 0-1.

The SSL version, the default value is 4.
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SSL3.0
TLS1.0
TLS1.1
TLS1.2
All

A WODN -~ O

The configured version should be support by server.
<authmode> The authentication mode, the default value is 0.
0 no authentication.
1 server authentication. It needs the root CA of the server.
2 server and client authentication. It needs the root CA of the
server, the cert and key of the client.
3 reserve
<ignoreltime> The flag to indicate how to deal with expired certificate, the default
value is 1.
0 care about time check for certification.
1 ignore time check for certification.

<negotiatetime> The timeout value used in SSL negotiate stage. The range is 10-300
seconds. The default value is 300.

<ca_file> The root CA file name of SSL context. The length of filename is from
1 to 53 bytes.

<clientcert_file> The client cert file name of SSL context. The length of filename is
from 1 to 53 bytes.

<clientkey_file> The client key file name of SSL context. The length of flename is
from 1 to 53 bytes.

<enalbeSNI_flag> The flag to indicate that enable the SNI extension or not, the default
value is 1.
0 notenable.
1 enable.

Examples

AT+CSSLCFG=?

+CSSLCFG: "sslversion",(0-1),(0-4)
+CSSLCFG: "authmode",(0-1),(0-3)
+CSSLCFG: "ignorelocaltime",(0-1),(0,1)
+CSSLCFG: "negotiatetime™,(0-1),(10-300)
+CSSLCFG: "cacert",(0-1),(1-53)
+CSSLCFG: "clientcert",(0-1),(1-53)
+CSSLCFG: "clientkey",(0-1),(1-53)
+CSSLCFG: "enableSNI",(0-1),(0,1)

OK
AT+CSSLCFG?

www.simcom.com 10/20
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+CSSLCFG: 0,4,0’1 ,300,""’""’"",1
+CSSLCFG: 1 ,4,0’1 ,300,""’""’"",1
OK

AT+CSSLCFG="authmode",0,0
OK

SIM7022 Series_SSL_Application Note_V1.00

1.4.2 AT+CCERTDOWN Download certificate into the module

AT+CCERTDOWN Download certificate into the module

Test Command
AT+CCERTDOWN=?

Write Command
AT+CCERTDOWN=<filename>,<
len>

Parameter Saving Mode
Max Response Time
Reference

Defined Values

<filename>

Response
+CCERTDOWN: (1-53),(1-10240)

OK

Response

1)If parameter is ok and receive enough data within max response
time:

><input data>

OK

2)If parameter is ok and do not receive enough data within max
response time:

><input data>

ERROR
2) If parameter is error:
ERROR

120000ms

The name of the cacert/clientcert/clientkey file. The length of filename

is from 1 to 53 bytes.

<len>

Examples

www.simcom.com

The length of the file data to send. The range is from 1 to 10240 bytes.
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AT+CCERTDOWN=?
+CCERTDOWN: (1-53),(1-10240)

OK
AT+CCERTDOWN="baidu.der",889

><input data>

OK

1.4.3 AT+CCERTLIST List certificates

AT+CCERTLIST List certificates

Test Command Response
AT+CCERTLIST=? OK
Response

+CCERTLIST: <filename>

Execute Command
AT+CCERTLIST +CCERTLIST: <filename>

OK
Parameter Saving Mode -
Max Response Time 12000ms
Reference -

Defined Values

<filename> The name of the cacert/clientcert/clientkey file. The length of
filename is from 1 to 53 bytes.
Examples

AT+CCERTLIST
+CCERTLIST: "baidu.der"

OK

www.simcom.com 12/ 20
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1.4.4 AT+CCERTDELE Delete certificates

AT+CCERTDELE Delete certificates

Test Command Response
AT+CCERTDELE="? OK
Response
. 1) If remove the file successfully:
Write Command OK
AT+CCERTDELE=<filename>
2) Else
ERROR
Parameter Saving Mode -
Max Response Time 12000ms
Reference -
Defined Values
<filename> The name of the cacert/clientcert/clientkey file. The length of

filename is from 1 to 53 bytes.

Examples

AT+CCERTLIST
+CCERTLIST: "baidu.der"

OK
AT+CCERTDELE="baidu.der "
OK

AT+CCERTLIST

OK

www.simcom.com 13720
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B 3 Examples
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1.5 Set to verify the server for first SSL context

AT+CCERTDOWN="baidu.der”,889
>0?u0?]?
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OK

AT+CCERTLIST
+CCERTLIST: “baidu.der”

OK
AT+CSSLCFG="cacert”,0,”baidu.der”
OK

AT+CSSLCFG="authmode”,0,1

OK

SIM7022 Series_SSL_Application Note_V1.00

/I show the cacert in the module

/] set the cacert for first SSL context

/I set to verify the server for first SSL context

1.6 Set to verify the server and client for first SSL context

AT+CCERTDOWN="cacert.crt”,1208

MIIDUDCCAjgCCQD695Erl0p93DANBgkqghkiG
9w0BAQsFADBpMQswCQYDVQQGEwJD
TJESMBAGA1UECAwWJR3Vhbmdkb25nMRIWE
AYDVQQHDAIHdWFuZ3pob3UxDTALBgNV
BAoMBFlaWk4xCzAJBgNVBAsMAIJKMRYwF
AYDVQQDDA1tcXROMi55enpuLmNuMCAX
DTIXMDMxMTAXNTYOMVoYDzIxMjEwME1MD
E1NjQxWjBpMQswCQYDVQQGEwJDTjES
MBAGA1UECAwWJR3Vhbmdkb25nMRIWEAYD
VQQHDAIHdWFuZ3pob3UxDTALBgNVBAoM
BFlaWk4xCzAJBgNVBAsMAIJKMRYwFAYDV
QQDDA1tcXROMi55enpuLmNuMIIBIjAN
BgkghkiGOWOBAQEFAAOCAQS8AMIIBCgKCA
QEA2MQrt3DUsLIqQyDWVveNWRWrleTb
f439c39hG5Xb0AVSmM5vBzfrNb6uL9IMIQNNns
OrAhXa62mbrg4MUOQdJALAGKV{9+f
ORLxUnbGxDHVPYUWWHDBIliwxENe/w53GG
yIDc+y5cmq1toiZw0bvUyj5ziZyAEJD
912Cd2DbPCYXmGwj9F qPWPpzPIGan9EgHXx
JoUVtAFskfv8Z02ilGcC4K3o0q7AelU
rc1n0wH9kaa86WRf8m+HjTZSPAuM/gC9+Cq
NF83BCMbGayishvQRQNo0+417Zywp
qO5kHM1FJQiMWcmjyDfDhXL4cbSs+y7h3s8
aHkolSwWE+39dlaNcET9GzawIDAQAB
MAO0GCSqGSIb3DQEBCwUAA4IBAQARIHuyu
ZmRkfcy2DFG9sVQ6+YvoQ1YtHCKsmH6

www.simcom.com
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Wa/NSNay5P+AciZorTyM5P0Tbl2honrvrE+{Sj
+VHMCQvxmtCMiE5w3Zx/cCM3ZU
VPR2qgj4AotvNKLbwoxYlu4+YCJVngWJSLs(q
NWV9+yZH8KuNtQ8MVQXTkI2Q94Yux
sqyfzEi3ZatpAHOQoERCkQBajJYzeJljstLuah
BeOPgGBkOmwUHydEdjOfEesBG3
0/D0g9kjYIv407nziXqiOpGVG+S6NaPD7DcaV
XQOrohPg8eA2bDI3a207pIWqgYS
6toKCa+YUMOMKLVGJYYYOe2PN5GB8SiVG
MhtecacvyLWqOGL

OK
AT+CCERTDOWN="clientcert.crt”’,1324

MIIDITCCANOCFB+2lerBWIOgGvj5h7cZ9ZBe/
6s1MA0GCSqGSIb3DQEBCWUAMIGQ
MQswCQYDVQQGEwJDTJESMBAGA1UECAw
JQ2hvbmdxaW5nMQ4wDAYDVQQHDAVDaG9
u
ZzEPMAOGA1UECgwGUOINQO9NMREwDwWYD
VQQLDAhTb2Z0d2FyZTEYMBYGA1UEAwwWP
eW9uZ2hhbmcuZG9tYWIuMR8wHQYJKoZlhv
cNAQkBFhB5b25naGFuZ0AxNjMuY29t
MB4XDTIwMTIXODA2MjUwNIoXDTIXMDExNz
A2MjUwNIowfTELMAKGA1UEBhMCQO04x
DjAMBgNVBAgMBWNoYW9uMQ4wDAYDVQ
QHDAVhc2R3YTENMAsGA1UECgwEZHdhZD
EO
MAwWGA1UECwwFd2FzZHcxGDAWBgNVBAM
MD3IlvbmdoYW5nLmRvbWFpbjEVMBMGCSq
G
SIb3DQEJARYGZHdhc2R3MIIBIjANBgkqghkiG
9wWwO0BAQEFAAOCAQSAMIIBCgKCAQEA
03lyavvX/llbJ43+7cSeosaPnvsZ4l/0LZSVhrpx
uyNAvrki1DdjL58Z8syRqDCq
L/5GclxpOhvfphtBzAFgsYBX/CMUGXxRIkFOUu
xRXFiaXS96zudvVqlinzpo6pBMcs
FelidYRGP7WygKyJ3s41NzFpPvMBIZGJM9ZI
e4jHb8kc8o50HBlo+IC+PucKgLH1
/t8dpr2c9DToRMYQALtIbpzfqgkbzyOvpHzBy5y6
FNMJ5XbsVVhfAXg+hM5VEdKguJ
V3PDVCLDNdd6kL/CY04weZP5qB1gGRpt0Tq
faiyMSbSJZHx2TX5MAFc9PwogFoAX
LCtNrHccJAgSUJjchwl/oQIDAQABMAOGCS(q

www.simcom.com
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/l download the clientcert

16 /20



a SUTSEA AT cormpany

GSIb3DQEBCwUAA4IBAQAI/JWAUVHP
6HpUycrxAykjtHg+nBq2VhsrMPf3h7PuDsKK
qpk6QWs1Q5Nni0EzHL4m7k3osaTM
e45mEQOmyCjZaHkBNv2g9iaKjXB+Vj5pV5AT
sZWJxrsQ2Y4/7vnDWkd42s5a02ee
k9pDSOg9uWOL/2mbHyvcEvuUmi13xkkKZ95
Lb1pSR/iDRIPMLLgfCyBvKZfypoK6
SL66SAtrgDUJN1yMflidzT6kmDfZ9+zvqcDQB
QPp/IK28 AKHKwkOWX9lIbUAXHKW
acUlhgPl17/80ZfDWt/gga5ALXAJXaevjD4VPv0
OGux/H7c9H335+xs|+OnpmPeEh
kTiks3sCOgCK

MIIEpAIBAAKCAQEAO03lyavvX/llbJ43+7cSeos
aPnvsZ41/0LZSVhrpxuyNAvrki
1DdjL58Z8syRqDCqL/5GcixpOhvfphtBzAFgs
YBX/CMUGxRIkFOUuxRXFiaXS96z
udvVqlnzpo6pBMcsFelidYRGP7WygKyJ3s41
NzFpPvMBIZGJM9Zle4jHb8kc80o50
HBlo+IC+PucKqLH1/t8dpr2c9DToRMYQAtIbp
zfqkbzyOvpHzBy5y6FNMJ5XbsVV
hfAXg+hM5VEdKguJV3PDVCLDNdd6kL/CY04
weZP5qB1gGRpt0TgfaiyMSbSJZHx2
TX5MAFc9PwogFoAXLCtNrHccJAgSUJjchwl/
oQIDAQABAoIBAF+zRB46HkMSePfr
gIRISEztgq01gT860SVHY+t2kGVZzMEC000qT
06Md5ezD++HJI1VutbQFEtrJcjr
6N;jDftiU9jw6060Ni/DKzsjiqY5ypGFHRRpE6+
qNjn+/a6mn4MF+do2r8laAWWI1
0q2bS9g41hDVij0L6e5aj0GVnPqnNDI823QMh/Y
W96yUMoR2Ba85eqSZ+szCEJ9aC
13XC0gtYsjcw8KmjinwEU7bqlYh80SZxj4NcO
YbotWjFwNuXgW8C175N0aEYqq54
WI51JU91mvGfimFQezZIPoy/rFMskxv4uyza0
3Ri0ZsoLI2FzdRKCXMVRv1pH4h7
tsj9rOECgYEA9bGs4WYF45wvc+IVj1yl+w+wk
BYKjlayVfdewY6BFab5TSmKg/O/
tjl+Asg2Zg0t9zfeguShL8MKOTmIQJplkavESs
wzaDILkX6vURVizusU5ZwTs9f5
3NCfPIXLiKW3xGzAfwZ4WE7nfdQpnZQazT/
OkloiJISEU+EW/CdKwHUCQYEA3FhP
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/I download the clientkey.key
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IKK8j1HTgEY0q/q01mgXVnevnTxDVRSQ+XET
01F65xam0x2wIK50ELz3ebecJFF2
yHe6BZMrRr2L100p3mjkA6onqg2ciLodpjb+BH
BVMhwLaWori9z8P7ZSyNCTD3dbz
yT1E9f724uB6QywYF5ULdSLMnp7TtFb/7GIY
XPOCgYEAOYTTHo1v6DAOMS5fF2MM8
UQ4ivV3DyQqEvg4tV4fg9TueqapWiJl0Gt7Indl
zrnYLF5bi2YCE8ufZpF4e3wsQ
2IRV17XvQ88mU+4cOkF3vb0XI0/jOr4dTO6ISAi
60lytbZynSsBdeWv3MQT2QWgSK
I/IMKOok1KFc+7xrUhvQ5cHUCgYBi2behUJ05
CrOAs35DvShNm8sEfpMpTfTDAYP9
Lm8feUISzKWwxnwGZ6vF/pBjaYzB+k34pOWr
5JcgmD5ZK4PiBFpujndXgeF7W0Ju
VgB88cO0wMIZ24iHqW78wjWnY3LmGFz2tBTC
fz29A3wXahriUM8g9F4yGiKhfGjyb
9nlJnQKBgQDLp1R40PgHIsO9CTgQSwmI88
6xb+dxDn+e1zjm26X8zg5UgSbZiP+8
0XcOxwxtyBiAe9nd/QPjXoq4g2kQM8tvHuUOITt
iWyPyehmh+7owquR5ILoiymK37
zb10c1xIC8aVKRCwppMTtWEaE1dtlU4Zpriq
YdLjCffFXg4G2H9/Yg==

OK

AT+CCERTLIST
+CCERTLIST: “cacert.crt”
+CCERTLIST: “clientcert.crt”
+CCERTLIST: “clientkey.key”

OK

AT+CSSLCFG="cacert”,0,”’cacert.crt”

OK
AT+CSSLCFG="clientcert”,0,”clientcert.crt”
OK
AT+CSSLCFG="clientkey”,0,”clientkey.key”
OK

AT+CSSLCFG="authmode”,0,2

OK
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/I show the cacert in the module

/I set the cacert for first SSL context

/I set the clientcert for first SSL context

/I set the clientkey for first SSL context

/I set to verify the server and client for first SSL
context
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Bl 4 Appendix A References

Table 3:Related Documents
SN Document Name Remark

[1] SIM7022 Series_ AT Command Manual AT Command of SIM7022 module

Table 4:Terms and Abbreviations

ME Mobile Equipment

MS Mobile Station

TA Terminal Adapter

DCE Data Communication Equipment
TE Terminal Equipment

DTE Data Terminal Equipment

PDP Packet Data Protocol

TCP Terminal Control Protocol

UDP User Datagram Protocol
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